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6 RRERER 85 4.16%
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11 | AXPRUF O] Fj5 ) 42 ) o) & 40 1.96%
12 BRIZB A 34 1.66%
13 BUERGGSEAN 34 1.66%
14 LR a)# 28 1.37%
15 THEEMFEE 27 1.32%
16 B uhiEsK ik 26 1.27%
17 EEEE M 16 0.78%
18 KRILEN 15 0.73%
19 fnze) &8 13 0.64%
20 EAN 6 0.29%
21 R o) @3 6 0.29%
22 EEE 6 0.29%




23 SEUEN 5 0.24%
24 HEEBME 4 0.20%
25 HF AR 4 0.20%
26 Hitb 578 28.28%

1.2.4 [WRREEFERSH

RAEIRIR R FEa AT ol e REER UL, AR R A]
R A e FHEg, G, &fa. B afREgdil. 2022 &£ 5
HIRTREEE LA 2 fos, HoainiE 359 %, G4 R

BB 17.56%

/& 4.35%, 89 G 17.56%,
359

m G 17.56%
® =/ 35.91%
Ji1E 42.17%

l‘ m {Kf& 4.35%

E1f& 35.91%,
734

W1 42.17%,
862

K2 2022 4F 5 QRIS EER DA

1.3 miREEHE

1.3.1 BIXMEE/R

2022 4 5 HimIAMB EE NG EESHAT R LK 3. HAKE
TR E iz E, 153 92.13%, HGIRIAIEE R 5K, il 53.48%.



BAARRE, KABKEBER, HEA 77.26% EF 24K AT

78.33%-

1000
S 862
800 734
700
600
500
400 333
300

200
89 82

Hfa e i & fa

BEREE () mBEHEE (D

100

K3 2022 4 5 AJRIABEHES T

1.3.2 | BEER/R

2022 4 5 HIRIAE S O RIREER ) miE s, Hep
WordPress 3£ 4425+ Google. Apple 25+ midt 597 &I, HA
AR S E) 29.21%, WIFBEEEN 95.48%, ALK 4. £
Bz ) mx i 2 e B ER, RS E LR, Hf
Google. Apple. Microsoft. Intel. IBM. AMD. Siemens. Mozilla

Fe 2 E A E AR HIRIABE R 100%, 3L 570 s &HBE.

®4 202295 J) mEEHLGITER
s IEY RRHE () | BEHE | BEX
1 | WordPress &% 146 120 82.19%
Google 83 83 100.00%
Apple 79 79 100.00%




4 Microsoft 78 78 100.00%
5 F5 44 43 97.73%

6 Intel 38 38 100.00%
7 IBM 36 36 100.00%
8 AMD 34 34 100.00%
9 Siemens 30 30 100.00%
10 Mozilla £ &< 29 29 100.00%

1.4 EERESH
1.4.1 BEiRELH)

2022 & 5 HilBGIRIHZE 359 /), HAE ERIESEAIER 5 s,
#£5 2022 5 Hi RIS

Allgeier Inovar CNNVD-202205-3515
Broadcom CNNVD—-202205-2587
Cambium Networks CNNVD-202205-3057
Enhancesoft CNNVD-202205-2136
Explore IT CNNVD-202205-2720
1BM CNNVD-202205-3170
MingSoft CNNVD-202205-1881
NETGEAR CNNVD-202205-3298
OpenMRS CNNVD-202205-2795
Openldap3& 44 CNNVD-202205-2146

Wealth Management System | CNNVD-202205-2712

R CNNVD-202205-1888 OF{?HLD‘AP‘

SALEEA CNNVD-202205-1892 SALFEAJRH
(CNNVD-202205-2146)

CNNVD-202205-1893

CNNVD-202205-1894
CNNVD-202205-2698
CNNVD-202205-2701
WordPressH:4r4> CNNVD-202205-2703
CNNVD-202205-2705
CNNVD-202205-2706
CNNVD-202205-2708
CNNVD-202205-2709
CNNVD-202205-3471
CNNVD-202205-3949
7




CNNVD-202205-3951

Wuzhi

CNNVD-202205-2082

ZOHO

CNNVD-202205-2521

wd ja 4]\

CNNVD-202205-2093

MNIF R

CNNVD-202205-1957

CNNVD-202205-1971

CNNVD-202205-1972

CNNVD-202205-2083

CNNVD-202205-2091

CNNVD-202205-2100

CNNVD-202205-2467

CNNVD-202205-2490

CNNVD-202205-2493

CNNVD-202205-2577

CNNVD-202205-2793

CNNVD-202205-2926

CNNVD-202205-2928

CNNVD-202205-2929

CNNVD-202205-2942

CNNVD-202205-2944

CNNVD-202205-2947

CNNVD-202205-2978

CNNVD-202205-3081

CNNVD-202205-3082

CNNVD-202205-3083

CNNVD-202205-3084

CNNVD-202205-3085

CNNVD-202205-3086

CNNVD-202205-3087

CNNVD-202205-3088

CNNVD-202205-3089

CNNVD-202205-3090

CNNVD-202205-3091

CNNVD-202205-3092

CNNVD-202205-3093

CNNVD-202205-3094

CNNVD-202205-3095

CNNVD-202205-3096

CNNVD-202205-3097

CNNVD-202205-3098

CNNVD-202205-3099




CNNVD-202205-3100

CNNVD-202205-3102

CNNVD-202205-3152

CNNVD-202205-3154

CNNVD-202205-3156

CNNVD-202205-3157

CNNVD-202205-3158

CNNVD-202205-3159

CNNVD-202205-3160

CNNVD-202205-3161

CNNVD-202205-3162

CNNVD-202205-3164

CNNVD-202205-3295

CNNVD-202205-3302

CNNVD-202205-3307

CNNVD-202205-3314

CNNVD-202205-3316

CNNVD-202205-3318

CNNVD-202205-3319

CNNVD-202205-3320

CNNVD-202205-3321

CNNVD-202205-3323

CNNVD-202205-3355

CNNVD-202205-3361

CNNVD-202205-3364

CNNVD-202205-3411

CNNVD-202205-3418

CNNVD-202205-3603

CNNVD-202205-3618

CNNVD-202205-3619

CNNVD-202205-3620

CNNVD-202205-3827

CNNVD-202205-3842

CNNVD-202205-3843

CNNVD-202205-3853

CNNVD-202205-3878

CNNVD-202205-3925

CNNVD-202205-3926

CNNVD-202205-4007

CNNVD-202205-4008

CNNVD-202205-4018




CNNVD-202205-4037

CNNVD-202205-4255

CNNVD-202205-3000

e CNNVD-202205-3001
S 2% B CNNVD-202205-4180
i B A X 2% Ak 2 ) CNNVD-202205-2505
Apache#t: 44> CNNVD-202205-2457
Charm CNNVD-202205-2611
Hewlett Packard

. CNNVD-202205-3617

Enterprise

Keysight Technologies

CNNVD-202205-4241

CNNVD-202205-3401

Laravel
CNNVD-202205-3403
LiteSpeed CNNVD-202205-3038
OpenCart CNNVD-202205-3627
Siemens CNNVD-202205-2785
Sourcecodesterk CNNVD-202205-2098
TIBCO Software CNNVD-202205-2829
WS02 CNNVD-202205-3022
WordPress3&4:4x CNNVD-202205-3455
formidable CNNVD-202205-3484
CNNVD-202205-1801
CNNVD-202205-1913
CNNVD-202205-1914
CNNVD-202205-2095
CNNVD-202205-2608
CNNVD-202205-2796
CNNVD-202205-2979
NN K E CNNVD-202205-3182

CNNVD-202205-3293

CNNVD-202205-3357

CNNVD-202205-3486

CNNVD-202205-3488

CNNVD-202205-3490

CNNVD-202205-3815

CNNVD-202205-3841

Jb5tE e R I BH

CNNVD-202205-2482

RN BTG5 B HA

CNNVD-202205-2485

Hewlett Packard
Enterprise OneView
A i) et s 1]
(CNNVD-202205-3617)

CNNVD-202205-3539

ThiAEAE B R CNNVD-202205-2607
CNNVD-202205-3535 Z FVMwarer= i
it Aruba CNNVD-202205-3537 ¥ W) R U

(CNNVD-202205-3716)

10




Hewlett Packard
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QNAP Systems
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TAF R CNNVD-202205-3348
CNNVD-202205-3350

F5 CNNVD-202205-2141

Open Automation Software

CNNVD-202205-4133

CNNVD-202205-4137

SchedMD CNNVD-202205-2479 F5 BIG-1IP
VIR T IEERPS CNNVD—202205-3119 T ] ) AR TR
Siemens CNNVD-202205-3125 (CNNVD-202205-2141)
CNNVD-202205-3126
SonicWall CNNVD-202205-3343
TRUMPF CNNVD-202205-1869
CNNVD-202205-3794
Arm CNNVD-202205-3796
CNNVD-202205-3798 | Arm Mali GPU Kernel Driver
PR AR HUAVEL CNNVD-202205-2551 PR B R e
CNNVD-202205-2552 (CNNVD-202205-3794)
WebKi tGTK CNNVD-202205-2565
IS CNNVD-202205-3678
CNNVD-202205-2758
Microsoft CNNVD-202205-2781
CNNVD-202205-2869
PHOENTX CONTACT CNNVD-202205 2934 | Hicrosoft Windows Network
. . File System
iy NISHAIE i R REST CNNVD-202205-3101 At e S
VanDyke CNNVD—202205-1878 Sl A R
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CNNVD-202205-2584
MNIF K& CNNVD-202205-3409
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1. OpenLDAP SQL yEAJwIF (CNNVD-202205-2146)
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OpenL.DAP #2& 3¢ [ Openldap %< 2 i) — M H 315 7] B (LDAP)
I S

OpenLDAP 2. x JRASZE 2. 5. 12 ZHITARA . 2. 6. x fRASZE 2. 6. 2 Z |
WRASAEAE 22 4T, %W 385k LDAP £ H ¥ SQL 15 F)7E
back—sql Jim¥m AL SQL I EN IR «

HAT) S geab T LME R IR, VB m .

https://bugs. openldap. org/show bug. cgi?id=9815

2. Hewlett Packard Enterprise OneView XA v i
(CNNVD-202205-3617)

Hewlett Packard Enterprise OneView &3 [EH B ) (Hewlett
Packard Enterprise) Aa]I—@FfE T IT #H]H 3L B & 1K
.

Hewlett Packard Enterprise OneView 7.0 X BiRASIELE &4
Tl IR T AR AR 55 48 i A7 BV SR O 18 U T

HAT) S AT b T LME R IR, b T SR

https://support. hpe. com/hpsc/doc/public/display?docLocal
e=en US&docId=emr na—hpesbgn04278en us

3. K Wiware 7= i AL RIF - (CNNVD-202205-3716)

VMware Cloud Foundation Z&#i &3 EEE (Wware) A= K~
o VMware Cloud Foundation j& —&—{&{LiE G = FH. VMware
vRealize Automation s& — Mt HIIX =Rk, WEXZ =AML

PEH T H. VMware Workspace One Access x&—/M5H V& 2 i

13



&, EdxEm G, TRVE B PRI BB AE S Oy R AT 1]
g, DASCHK RS IN 2 H S IFE B 8 BRI ) A

VMware 253K i AFAEFAN 0] R IR, 20 TR T Ak 3 B 3 SR T
SKREF UL AR R Bt R A i v] LASsd B 3ok i F2 5F
SRAFXS N FE (U AR o LR 7= SRR A SZ B2 VMware
Workspace ONE Access 21.08.0.0 F| 21.08.0.1 ItA. VMware
Identity Manager 3.3.3 #| 3.3.6 WA vRealize Automation 7.6
A . Cloud Foundation 4.0 %] 4.3.1.1 A, vRealize Suite
Lifecycle Manager 8.0 F| 8.4.1 Patch 2 hiAs.

HE O RA TN T BRI, #h T 2RI

https://www. vmware. com/security/advisories/VMSA-2022-001
4. html

4. OpenSSL #4FE &G an AV ENIEIH (CNNVD-202205-1962)

OpenSSL & Openss1 HBA K — NI IR RERS LI 2 2B =

(SSLv2/v3) Hlzz4A&mZ (TLSv1) PRl M@ N & . %77 s

Fr M Fk, AIEREL ., BARE. e ERE.

OpenSSL fETEHEANE RS STENINI, %IRRT ¢ rehash i
ARIEWHE R shell JofFSB8am SN Bud FH A iR RAT
fEEM 2.

HE O RATHRAN T BRI, #h T 2RI

https://git. openssl. org/gitweb/?p=openssl. git;a=commitdi
ff;h=1ad73b4d27bd8c1b369a3cd453681d3a4f 1bb9Ib2
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5. Avaya switches X £ RIEIH (CNNVD-202205-1943)

Avaya switches & E Avaya 2 &) [ — KA BHL .

Avaya switches fF7E 2 2RI, 1ZIRIHJET RADIUS % F i L
I SR o R AT LR R B AR SR 2 AR e, AR R T
HE R 22 i X i R FH Z IR TR AR B AR R G BT AR S AS .

HAT) S AT Ab T LME R IR, 4T SR
http://www. armis. com/blog/tlstorm-2-nanossl—-tls—1library-

misuse—leads—to—vulnerabilities—in—common—switches/

6. F5 BIG-TP jl &l fHixImi (CNNVD-202205-2141)

F5 BIG-TP &3 F5 2] i) — k&R I M E B . N R
EEH, PSRN AT 6.

F5 BIG-IP fALEV; MM EE iR, Tty 2 n] LUEIE R A T 6
SRAFiZ RTS8 BIG-1P # ) iControl REST B 436l k4 i 52 5
Ml ) 2R ¢

HE H AT T LB EIRR, ] 35RBEE%:

https://support. f5. com/csp/article/K23605346

7.Arm Mali GPU Kernel Driver #RE FEHT1RIWIF

(CNNVD-202205-3794)
Arm Mali GPU Kernel Driver s&3¢[E Arm A &) 1) — B AL FH 23

HIGI IR -
Arm Mali GPU Kernel Driver fAfEZ4iwil, ZIWIAVE T B)S
A, DU P25 MRS 2520 Midgard r28p0 kA ZE r29p0
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A, r30p0 ZHIARA, Bifrost r17p0 RASZE r23p0 A<, r24p0
ZHTRAS, Valhall r19p0 WA % r23p0 JRAS, 124p0 ZHIARA .

HAT) S AT Ab T LME R IR, 4T SR

https://developer. arm. com/support/arm—security-updates

8. Microsoft Windows Network File System % AL iE%E 15 R

(CNNVD-202205-2781)

Microsoft Windows Network File System 423 E i (Microsoft)
NEIH) RO IL AR T S, AR NFS PMAEIZAT
Windows Server A1 UNIX #fERGEHITHEALZ S,

Microsoft Windows Network File System f77E%i AL UEES 1R TR
o LR P2 i AR A 52 215200 : Windows Server 2019, Windows Server
2019 (Server Core installation), Windows Server 2022, Windows
Server 2022 (Server Core installation), Windows Server, version
20H2 (Server Core Installation), Windows Server 2016, Windows
Server 2016 (Server Core installation), Windows Server 2008
for 32-bit Systems Service Pack 2, Windows Server 2008 for
32-bit Systems Service Pack 2 (Server Core
installation), Windows Server 2008 for x64-based Systems
Service Pack 2, Windows Server 2012 R2 (Server Core
installation), Windows Server 2008 for x64-based Systems
Service Pack 2 (Server Core installation), Windows Server 2008

R2 for x64-based Systems Service Pack 1, Windows Server 2008 R2
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for x64-based Systems Service Pack 1 (Server Core

installation), Windows Server 2012, Windows Server 2012 (Server

Core installation), Windows Server 2012 R2.

HEl) i CRATTH AN T UMB R, 4 T 3R %

https://msrc. microsoft. com/update—guide/vulnerability/CV

E-2022-26937
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2022 F 5 A EfGiRiAd: 734 Ay, Horp B\ B RIFESEA L 6 s,

Fortinet FortiNAC
SQLYE NI
(CNNVD-202205-2037)
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